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The Internet and Civil Society

Peter Levine

Civil society is moving to the Internet. All kinds of organizations use
Web pages for recruitment, public relations, fund-raising, and com-
munication among their members. Citizens get their news from Web
pages and deliberate about public affairs via e-mail. Parishioners send
electronic condolences to bereaved members of their congregations.
Hobbyists exchange advice and treasured objects on specialized
Internet sites.

But as civil society moves online, some worrying trends are begin-
ning to emerge. This article examines five main grounds for concern:
inequality, weakened social bonds, diminished public deliberation,
rampant consumerism, and the impact of eroding privacy on freedom
of association. The purpose of this paper is not to issue dire predic-
tions. The Internet may prove beneficial to civil life—but that does not
justify ignoring potential risks.

Equity

The first (and most widely recognized) reason to worry about the
effect of the existing Internet on civic life is that people cannot use
computers effectively unless they have money and skills and access to
high-speed connections. In the United States, income, race, education,
and age (but not gender) predict whether people use computers and
computer networks.
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During the Clinton Administration, this “Digital Divide” was a
major focus in Washington. With bipartisan support, Congress passed
the E-Rate tax, which subsidizes wiring schools; the Tfec‘hnology
Opportunities Program (TOP), which promotes the use of digital te(?h—
nologies in government and the nonprofit sector; and the Commumty
Technology Centers Program, which underwrites programs in poor
urban and rural areas. Things changed rapidly with the elect10ln of
President Bush; the new administration proposed ending the various
federal programs that were aimed at bridging the Digital Divide. ;
The reason for this shift was ideology, but bolstered by eye-catching
statistics. As the US Department of Commerce reported, ”Betwec—?n
December 1998 and September 2001, Internet use by individuals in
the lowest-income households (those earning less than $15,000 a year)
increased at a 25 percent annual growth rate.” This meant that poor
people were adopting the Internet at an accelerating pace, apd faster
than upper-income people (most of whom were already online). The
same was true of people with little education—and the gender gap
had completely disappeared. Thus it looked as if market forces were
on their way to solving the Digital Divide, as companies competed to
offer cheaper and more attractive services to broader markets.
Whereas the US Commerce Department’s 1999 report on Internet use
was called “Falling Through the Net,” the 2002 report was entitled “A
Nation Online.” ‘
But there are several reasons to continue worrying about equity.
First, some of the rapid increases reported in 1998-2002 resulted frc?m
federal programs, such as the E-Rate, that are now th{'eatened with
termination. This becomes clear when we calculate the importance of
Internet access via schools and libraries (which are subsidized by thg
federal government) for low-income people. For example, there is
only a 12 percent difference in computer use between the poorest a.nd
richest children, but that is because the low-income students are using
computers in schools. There is almost a 60 percent gap in 'the use of
home computers between the richest and poorest categories of stu-
dents. Likewise, African Americans of all ages are more likely (by 10
percentage points) than whites to use the Internet in a 'public library—
because they are less likely to have Internet connections at home. If
federal subsidies for library and school computers disappear, then the
Digital Divide will quickly reopen. : .

Moreover, using the Internet from a school or library is not fully
satisfactory. Users’ time may be limited and there may be rules about
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what they can do. It is certainly difficult to Operate one’s own Web site
from a library or to learn how software works by p‘l"aying with the
basic settings of a public computer. Internet access from a workplace
Is often even less satisfactory, since an employer may ban private,
social, and political uses outright.

Third, T cannot believe that the rapid rate of Internet adoption
among low-income people will continye until the whole population is
online. More than 20 percent of American adults are in the lowest lit-
eracy category, which means that they cannot enter information on an
application for a Social Security card or calculate tota] costs on an
order form. They are not going to be able to make much use of 4 home
computer.

Fourth, the perceived need to get a home computer may be put-
ting severe strains on low-income families. Many parents fear that

here, terrified by [the education] gap, have begun leasing computers
for their children.” This means that poor families are able to overcome
the Digital Divide, but only at the cost of other important goals. And
they may not be able to keep up.

Finally, wealthy households are much more likely than poor ones
to go online via cable lines and other high-speed, “broadband” con-
hections. This gap doesn’t matter too much as long as most of the
Internet still consists of text and static images. But as broadband
becomes more common, more Web sites and even e-mai] messages
will have elaborate moving pictures. And then low-income people
will have to confront a whole new Digital Divide. Indeed, one can see
a historical pattern in which new technologies are first adopted by
wealthier and better educated people; they become cheaper and more
widespread; life without them becomes actively unpleasant because
major institutions depend on them; they cease to confer any relative
advantages; and then new technologies come along to replace (or at
least supplement) them.

None of this Necessarily implies that the federal government
should directly subsidize home computers and Internet connections
until the Digital Divide vanishes. For one thing, such a subsidy would
determine the budget priorities for its purported beneficiaries. They
would get Internet access instead of (say) car repairs, which they
might need more. In my opinion, it is better to expand flexible income
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support through mechanisms like the Earned Income Tax Credit than
to provide targeted subsidies for goods like Internet access. TO. be
sure, society as a whole would benefit if everyone coglq go online,
because (for example) government agencies could eliminate paper
forms. But genuine 100 percent Internet usage might well prove
impossible. :

Thus I am not arguing for any specific govemment-pohcy regard-
ing the Digital Divide. I am saying that inequity remains a problem,
and it is directly relevant to civil society. Although wegltb}{ peopl-e
may find that civil society becomes more exciting and inviting as it
exploits the power of computer networks, poorer_and less educated
people will have no alternative but to use old-fashmngd, face-to-face,
local modes ‘of association. Worse, groups that used to include a broad
range of people may adopt the Internet and shed their poorer mem-
bers. .

These problems of equity in industrialized countries are easy
compared to the situation in the global South. Perhaps @mputer net-
works will ultimately strengthen international civil society as well as
the array of independent associations within every natlor.L But the
Internet hardly exists in most parts of the world. Accord1.ng to the
United Nations Development Programme, in 1999 the industrial
nations are home to 15 percent of global population and 88 percent gf
Internet users. In Africa, just half of one percent of the population is
online. A quarter of all the world’s countries have less than one tele-
phone for every 100 people, which makes widespread Internet access
look hopeless in the near run.

Thin Social Bonds

Some observers fear that the Internet replaces robust, durable, and
emotionally satisfying social bonds with superficial and contingent
ones. People will not generally develop strong bonds of trust and
mutual obligation if computers become their main means of commu-
nication. They may communicate more than ever, but when they find
themselves in need, they may have no one to turn to.

This prediction is not supported by national surveys of Internet
users. The 1996 National Election Study in the US revealed that they
had more offline or real-world memberships than other people had,
and that they were more trusting. These generalizations held true even
if one compared only people of similar education and income.

4
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Similarly, a survey conducted by UCLA in 2000 found that people
who used the Internet spent slightly more time participating in clubs
and organizations than people who had never used*eomputer net-
works; Internet users were also less likely to describe themselves as
“lonely.” And a 2001 survey by the Pew Internet and American Life
Project found that users of the Internet were considerably more likely
than nonusers to know their neighbors’ names and to belong to vari-
ous kinds of associations.

In short, people who use the Internet are more active participants
in civil society than those who don’t go online. But this correlation
does not prove that Internet use boosts civic engagement. It could be
something else about Internet users that makes them participate in
groups: if not their income and education, then their age, their ener-
gy, their family status, or their general receptivity to current trends.
These people are early adopters of a technology that is still not used
by half the population; whatever personal characteristics put them
ahead of the line for Internet access may also involve them in offline
groups.

It is therefore essential to test the effects of Internet use on a ran-
dom population over time. In 1998, the Carnegie Mellon HomeNet
study found that Pittsburgh residents who were given Internet access
began to communicate somewhat less with other members of their
own households, and their social networks narrowed. The HomeNet
researchers hypothesized that the “time that people devote to using
the Internet might substitute for time that they had previously spent
engaged in social activities” and that “people are substituting poorer
quality social relationships [on the Internet] for better relationships,
that is, substituting weak ties for strong ones.” Participants also
reported an increase in depression as they used the Internet. This
study was widely criticized for (among other reasons) failing to iden-
tify a control group of Pittsburgh residents without Internet access.
But a subsequent experiment by the Stanford Institute for the
Quantitative Study of Society generated similar findings. The
Institute gave 35,000 people a simple Internet link called “Web-TV”
for the first time. They found that new Internet users began spending
less time with family and friends and less time attending events out-
side the home; they also read newspapers less.

If we put these two experiments together with the 1996 data from
the National Election Survey, we can generate a tentative hypothesis.
People who use the Internet at any date will be more socially con-
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nected than those who do not go online—in part begause they arehbet—
ter off; in part because their friends in civic and soc1al'networllj<s ave
persuaded them to get connected to thg Internet; gnc} in part 1ecaulse
they are comparatively active, energetic, and optimistic peﬁp ew 1(3
both adopt new technologies and involve themse}ves in their com
munities. Yet there is very little civic or social benefit from b:zternef usg
itself. Indeed, over time a whole societ}tf may h%r(;wﬁzs more disengage
istic as a result of using computer networks. : .
. agrr; i;;jor reason is anon}:smity—and the psychological c_hs’@ncei
mistrust, and irresponsibility that it often produ-ces. Anonymity is rflo
an inevitable feature of computer networks. I sit at my computer for
hours every day. I spend much of ’Fhis time reading e-mail messagrez
from people I know well, and writmg back to them. A cpmpa;z cl)1 &
government agency can require its clients to d1sc1lose their rea 11;_;
ties over the Internet, to prove who they are w_lth something like a
credit card number, and then to live up to th?lr cont'ractual agrgi—
ments. What the Internet adds is a new layer of interactions ~(espefl1la};
ly in chat rooms, listservs, and game envllronments) hm w1 1(:S
participants withhold practically all information al?out t emse :es,
including their real names, appearances, demographic Characterlist -ICI .
and locations. They can also break off contact at will, adapt multiple
personalities and identities, and shield themselves from the conse-
quences of what they say. Perhaps the same effect could have beer}
achieved one hundred years ago through an elabo;ate system o
anonymous mailboxes, but only at great cost and mconvemertllce.
Widespread anonymity is a new phenomenon, and deeply attractive
ome of us. .
i a:rexzsg;mity the difficulty of punishing antisocial behamor, thle
absence of social cues, and the use of temporary, a%ternatwe persong i
ities—all these features of typical online interacnonls weaken SOCl?
inhibitions and encourage offensive or hostile beh_av19r. (AT\ example
is “flaming,” or responding to another’s communication with extrav-
s and abuse. :
agargiiis\izisld be wrong t)o jump to the conclusign that suph dgsen-
gagement is a bad thing. Being able to withhold information a out
oneself on the Internet sometimes means thé‘lt one can ope?ate in a
race- and gender-blind arena, safe from c'liscrlrfl%nation. For 1r‘lsta1mcei
the city of Santa Monica, California, has glx{en cxtl1zens a;cess toa zca
e-mail network called PEN, with free terminals in public spaces. sa
result, homeless residents—previously scorned—have become active
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participants in creating the city’s homelessness policy. On their
advice, Santa Monica has begun providing free showers, washers,
and lockers. One citizen, Donald Paschal, has written:

I am homeless. .. .We without shelter are looked on with disdain,
fear, Ioathing, pity, and hatred. This difference makes “normal” con-
tact with other humans almost impossible. Not only might we be
dirty, or perhaps smell bad, we are different. In the minds of many,
people who are different must be avoided. This is why Santa
Monica’s PEN system is so special to me. No one on PEN knew that
I was homeless until T told them. After I told them, I was still treat-
ed like 2 human being. To me, the most remarkable thing about the

PEN community is that a city councilmember and a pauper can

coexist, albeit not always in perfect harmony, but on an equal basis.

I have met, become friends with, or perhaps adversaries with, peo-
ple I would otherwise not know of.

This is an inspiring story, but it requires a caveat. Donald Paschal
is evidently a skilled writer, so he must be educated (even if he is a
successful autodidact). Differences in education, native language,
dialect, and sometimes gender remain palpable—even online.

Still, the possibility of remaining partially anonymous may culti-
vate community by encouraging candor and personal disclosure,
especially of shared stigmas. The HomeNet and Stanford Studies
have suggested that—in general—citizens will become more isolated
as a result of Internet use. But there can be important exceptions. The
Internet has put people in touch with others who share rare condi-
tions, beliefs, or dilemmas, thereby allowing them to form significant
psychological bonds. Information Systems professor Jenny Preece
argues that “empathic communities” are created online by people
who share medical problems. She finds evidence of information-shar-
ing and a high degree of emotional support. Sometimes communities
are deeper when we can choose our partners, rather than being stuck
in the local networks of our birth,

Even if online communities are generally weaker than ones in the
real world, this can be an advantage. Because it offers choice, the
Internet can provide welcome relief from a repressive world of fami-
ly, neighborhood, school, and church, which is often rife with oppres-
sive politics.

Political scientist Bruce Bimber’s distinction between “thick” and
“thin” communities is relevant here. People join “thin” communities
because they already possess common beliefs, values, or ends, and
they think that they can gain strategic benefits by collaborating. For
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instance, I may sign up for an e-mail 1is't becau-se I pred.xc'i1 th;t thesiase?é
efits (information about a specific subject) Will c.:)utwekg‘ 1: elco i
cluttered inbox). Later, out of a sense of ob}xgatlon, I mig dt a'sdo -
tribute information. But I will probably .qult as soon as I 1{]ec1 e:f -
the overall costs of participating outwelgh-the b-eneﬁts. g uls, i 7
can call the listserv a “community,” it is a highly fnstru.ré\enta .or;ZCh
does require some mutual trust, but the n":’emlbeis confi er"::ce l131r1 il
other can be conditional and limited. In a “thick cornmu;u y, by 3
trast, members are committed to the inherent value of lt e gt;ow;l};)},“e
the other participants as partners, anq to the ends or va u}es .l‘aes ar)é
decide on collectively. Religions, nelghbo%‘hci?ds, and 'amlf i iy
often “thick.” It is hard to imagine a “thick” community for 'tteg
online without any presence in the real world..To be sure, C.ortm’mmes
participants in e-mail, bulletin boards, and online role-pilaymf; gt:; 4
testify that communities exist online, and that they be (gng oSe e :
But their reports should not be; accepted at face value, becau y
xperience with “thicker” groups. :
ma);iaf;)((:ri societies, citizens have a right ‘to escape flromf prlvatei
associations, such as unions, political partlfes, Churches{ ;gtgégzl
organizations, and even families. Ease of exit prqmote? in ;x;ls ey
freedom and is preferable (ceteris paribus) to the_kmd ob oppb o
that arises within organizations that antro% thg1r mem l;3}*5 tiephb-
venting defections. But the genius of civil society is ’Fo cp;p 12e -~
eral right of exit with a diverse array 'of stron-g,- d1sc1113 Lne ; 0
associations. For instance, one can quit a traditional labor umilc o
family, but only at a cost. And one can onlyle.nter such g}r}oug\sr e
agrees to contribute and to conform to speaf%ed norms. yth i
ing to exclude or expel members, siuﬁh Ong:nt}zatlons gain the p
iscipline individuals, even in a liberal state. : :
- dgicsfiplined organizations may di‘scriminat? agam.st ogtagf;i f}iﬁ
oppress people at the bottom of their internal h1erarch1e§. nt L
hand, they require their members’ general assent, and 1fn rt'an':tame z
offer political power and paths for advancement. Th?g, or 1’E i fair,l
white, working-class American man of the 1950s cou cm;n s labo};
loyal service from the Democratic Party, the Catholic Church, it
unions. He could also imagine rising to be a party elder, a l;:ar . ;:md
a union president. All of these associations have losfc mecrin ers e}; i
political importance, partly as a result of. reforms designe f’colears aniza)i
and exit. For the most part, today’s di§c1p11ned and powzz u to Eius .
tions are corporations, which offer little to people without s
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wealth. While the voluntary sector has become less discriminatory
since the 1950s, it has also grown weaker as a whole, leaving working-
class citizens without an important source of power.
The Internet is likely to exacerbate this trend. To join a newsgroup
Or an e-mail list or to frequent a Web site, one usually clicks a link or
two; and to quit is just as simple. Elizabeth Reid observes that “users
who engage in disruptive behavior online can be subjected to public
rituals intended to humiliate and punish them.” But these sanctions
are surely weaker online than they would be in the real world. Since
Internet groups—with their easy admission and penalty-free exit—
cannot effectively discipline their members, they cannot overcome
collective-action problems. They lack the means to compel people to
Serve one another, to deliberate about a common good, or to make
sacrifices for that good. Since they cannot harness the resources of
individual members, Internet groups can acquire little power in the
broader society.

Some enthusiasts think that network technology will allow people
to overcome collective-action problems without having to subject
themselves to hierarchy. They claim that we no longer need either
authority or markets to achieve common ends, because we have
entered the era of SPINs: “segmented, polycentric, ideologically inte-
grated networks.” SPINs are a type of libertarian commons, highly
compatible with an open computer network. They include the
women’s movement of the 1970s, the Zapatistas’ supporters in
Mexico, the international network of neo-Nazis, and the antiglobal-
ization movement. These networks do not pay or coerce individuals
to contribute; instead they use technology to reduce transaction costs
and shared values to motivate their members. “The information rev-
olution favors and strengthens networks, while it erodes hierarchies,”
we are told. But devising and implementing a positive program
almost certainly requires collective decision making and discipline.
While the antiglobalization movement can put protesters on the
street, I doubt that it will create a new system of international trade.

And if one of its undisciplined members commits an atrocity, the
movement will dje.

Threats to Public Deliberation Online

Apart from human bonds and

trust, another good that people expect
from civil society

is public deliberation. Popular opinion is supposed
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to guide—or at least constrain—demaocratic governmentg. But pegple
do not automatically possess conscious views.and opinions about
major public issues. Citizens acquire 'these opinions by pa;txlapanzg
in or observing discussions, either written or oralll. Thglr opmlgms © t
be wise or foolish, selfish or altruistic. But d-ehberaltlon is the mos_
democratic way to improve citizens’ viewg. .Wlthout 1mpozm1§ a cirol_
clusion on anyone, deliberation forces ind1v1dgals to defend their pd
posals before others who may have different interests, backgroug ts,
and information. As a result, overtly selfi§h or foolish ideas ten 1 to
drop out. Finally, deliberation is an essential means of a commumca;
tion between the public and the government. Dec151qn-makers canno
use election results alone to ascertain what the public wants, becaus(;el
the meaning of a vote is always ambiguoug. Except by lllsterlmg aﬁd
talking, leaders will not be able to learn their constituents’ values a
prloél;lteesinternet is home to discussion groups, majling hsts,_ blogs
(Web logs), and chat sessions devoted to every conceivable sub{ectf, stz
the sheer quantity of political talk is likel.y to increase as a result o t;l
growth. But the quality of public discussion may worsen, becaif‘e. F.:
Internet gives users the capacity to filter com.mumcatlon. In tra m?n
al media, we have limited control over the 1de'as that we encounter.
Consider, for instance, someone who subscribes to a newspaper
because he wants specialized information rel.evant to his ox;n career,
his favorite sports team, or his local community. Qr perhaps }el eni]og;i
having his views reinforced by congenial editorials. /?j e C;eoss
through a general-interest newspaper, he cannot help stum ;)ng ? ther
novel ideas, alien perspectives, and upsetting information about o 5
people’s lives. Internet users can avoid all this troublg. They Ealn gealt:;
for just the information and ideas they want, remaining sa ﬁ y in hg
company of people with similar views zfmd interests. Even those Ic\«vom
subscribe to very unusual ideologies will be able to find c_)t ers fr :
around the world who have identical beliefs. Selective reading 1? prob-
ably almost as old as writing itself, and is a perfea?tly reasorLab e weclﬁ
of dealing with excessive quantities of 1nfor1"nat1on. But t Z s}izar t
functions available on the Internet make felec.tlon too easy and threat-
ip the balance toward hyperspecialization. '
i t?x&ﬁrﬁnition scholars Marghall van Alstyne'a'nd Erik %ryn]olfss_,op
have devised an elegant proof for the proposition tha.t connect1v1:
ty”—the ability to communicate quick}y and cheaply w1t1"1 manfy ;ejez-
ple—encourages “balkanization,” defined as a proliferation of sep
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rate communities or conversations that are not in mutual contact.
Balkanization results if individuals can choose their partners freely
from among larger populations, if each person has a finite capacity to
absorb information, and if most people have at least mild preferences
for specific types of ideas and facts. A similar logic suggests that the
Internet may increase intellectual stratification as experts are able to talk
only among themselves and can refuse contacts with laypeople.

The general trend in American culture is away from diverse,
multipurpose organizations (such as unions, national churches, and
strong geographical communities), toward single-interest associa-
tions with narrow niches. Local organizations that used to draw peo-
ple from different occupations, such as the Masons and the PTA, have
lost most of their members, while national organizations for people in
particular fields or with particular interests have grown. Between
1972 and 1992, Americans became considerably less likely to belong to
groups, attend meetings, read newspapers, or express interest in pol-
itics—all measures of their general willingness to interact with those
different from themselves.

Two of the basic technologies of the World Wide Web—hypertext
and search functions—assist users in filtering what they see and hear.
These are supposed to be liberating technologies, because users make
their own decisions about what to look at next, which thread to follow,
and when to move on. But true freedom means being able to follow
someone else’s train of thought for a while. One can escape from one’s
own preconceptions only by following a sustained argument, a plot
line, a pattern of allusion, or a meticulous interpretation. That is why
reading a whole book can be extraordinarily liberating. There are plen-
ty of books online, including the complete works of Plato and

Shakespeare. But we cannot experience Platonic arguments or
Shakespearean characters by looking for keywords and clicking our
way quickly across the World Wide Web.

Private filtering can have harmful social consequences. Imagine if
a person is uninterested in environmental issues and generally
unwilling to learn about them. But if she had read about the value of
recycling in a general-interest newspaper (or seen a national televi-
sion broadcast on the subject), then she would have recycled. Since
today she can obtain her news from the Internet without having to
deal with proenvironmental arguments and evidence, she drops her

hewspaper subscription and never learns the value of recycling. The
Internet is partly at fault.
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Further, the Internet provides few effective ways fqr people tgali':;:
their case t(IJ others who are not initially disposed to hster}.- ioiriSitorS
and lawyer Andrew Shapiro argues that Web users are 1,11111 i ‘eﬂ g
to a physical space, because they do “not have to hear the iiwasgh -
marcher, take a leaflet from the striking worker, or see ‘;l el Dy
homeles’s person. Their world [can] be cl.eansed' of a m‘cethat e
save those they explicitly [choose].” A s}rmtl'ar lothsPue%fses; :;e e

i i tual stratification as
Internet may increase intellec . %

t:Hi only argong themselves and ignore the Fetst %f tl;le Sp:;(l))il: L

i iti legal theorist who ha
ass Sunstein, a political and 8 . . o
advgnce our understanding of deliberation, summarizes the déiﬁir
vantages of balkanization in his book Repubhc.é:logil. é;’;zr;% oo

e
ized groups tend to move towar :
g bers of such groups do not under

n most radical members. Member -

:::nd other perspectives or learn how to reflalte tcs per?flgi;x;g?;rewﬁh
izi thoughtful citize
ferent. Not realizing that some : o
t is corrupt when1
, they assume that the governmen - -
i?:;; posi)t;ions. And they constantly reinforce thlellr OW(I; bFel;eifil ) :rxlr:e
i being challenged. Fo ;
tely false ones—without ever
CO:;tg)zh;eo}];ie who are opposed to gun control have enconi?tere(idoixs
fo ine: “Thi will go
i i han once online: “This year ‘
following quotation more t nce ‘ S
irst ti lized nation has full g g
in history! For the first time, a civiliz 1as .
fc?on:SOuZ streets will be safer, our police more efficient, ‘;ng tﬁ:se;vi; 0
willlfollow our lead into the future!” Qn numero;ls }?avzle)d,o =
uote is attributed to Adolf Hitler, who. is supposed to e
gun control in the Berlin Daily on Apml-le, 11935' (gii?ng, B
i i d statement is false, in
Everything about this allege : s o
i sed gun control.
ion that the Nazi government impo ' b
é?atclggd Amendment purists are likely to encounter it, and their fai
i challenged. : ’ i
- niﬁf)ther dar%ger is that “thin” online groups won't foster digbsi;
ation as much as “thick” traditional ones have. Recall thalt peoI;)D - ];]1 il
“thin” groups because they already sha;e EIf'ldS gr(_}\lrlat‘;‘;s.I i
oun .
lists some examples that he has . te
?;?;T;Ir); Otg Flree our Parks, National Wh1stleblowerAUmc:n, C;)t;z‘c,;a::
i i i iti for Finnish-American :
inst Daylight Savings Time, Citizens ‘ . i’
?1%2 lrI‘JSS Cgmgmittee to Support the Revolutlonf 1}? Peru(;u;zcrl) r:c) bci
i i ” Members of these gr
chists Anti-Defamation Leagug. e
I:bnlarspend little time debating their core values or purposes, “ihif\ !
areyfixed from the beginning. We might hope that opposing
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groups would debate one another, but this may not happen on the
Internet, because individuals can filter out anything that they don’t
want to hear. There is no common space, mass audience, or means of
addressing people who don't seek out the speaker.

In a “thick” community, on the other hand, the members’ com-
mitment is to the group itself, although its purposes and values may
be undecided. Unless the group is authoritarian, its members will
have to debate their common ends, thus contributing to public delib-
eration. But “thick” organizations are rare online.

A related issue is social scientist Albert O. Hirschman'’s contrast
between “voice” and “exit.” Except in highly coercive organizations
(such as some military units and authoritarian states), people who are
not fully satisfied with their groups may choose between two strate-
gies. Exercising their “voice,” they may complain, seek change, and
cultivate support among fellow members. Alternatively, they can
leave the association, perhaps to join a different one. People typically

follow the path of least resistance. For example, if the only way to exit
a democratic state is to emigrate, but speech is constitutionally pro-
tected, then citizens typically use voice. On the other hand, if firms in
a competitive labor market do not respond to employees’ complaints,
then disgruntled workers tend to exit.

Both voice and exit promise social benefits. By exiting, group
members can reduce the size of their own organizations and enlarge
other, more desirable ones. In short, competition is the means by
which exit generates progress. Voice works more directly, as group
members deliberate about how to improve their associations
likely that exit prevails over voice—and competition over
tion—on the Internet. It is very eas
group, but it is difficult to change th
groups, because there is no means of
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Consumer Choice

The ethos of the Internet is consumer choice. Daily,
of any American newspaper informs readers that
will help consumers find goods more quickly and cheaply than previ-
ously imaginable. Likewise, one can easily find the religious community,
Support group, or political lobby that most closely fits one’s preferences.
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Some enthusiasts imagine a near future in which all of our com-

munications devices—our television sets and car radios as well as our
computers—will be attached to the Internet througtvireless connec-
tions. Every time we choose to watch or hear or buy something, com-
puters will record this information in order to determine our prefer-
ences. We will then receive advertising that is tailored specifically to
our preference profiles. Advertisers will save money, because they
“don’t want to pay to deliver ads to people who have no interest in
their products.” There will also be savings for consumers, who will
“receive information that is timely and relevant” and avoid “the clut-
ter of unwanted ads and solicitations.” Indeed, if the targeting works,
then we will desire almost everything that we see advertised, rather
than a small fraction of it. We will recognize many unfilled needs and
wants that might otherwise have escaped our notice. We will thus
find ourselves walking on an endless treadmill of unfulfilled desire.
This seems to me a frightening image of heteronomy, since we will be
slaves to our own past preferences. Furthermore, no one will send tar-
geted messages asking consumers to be more active in their commu-
hities, more concerned about future generations, more charitable, or
better informed about public affairs. Already, as Andrew Shapiro
notes, “there are endless newsgroups, e-mail lists, and other online
information sources dedicated to the most specific interests, but you'd
be hard pressed to find a [group] committed to the General Common
Good.” The share of time and money that we spend on civic activities
may thus fall as a result of more efficient commercial advertising.

A third problem is that consumer choice is a poor way to under-
stand freedom of expression. We are free to express ourselves when we
can address chosen audiences with uncensored messages. This free-
dom must always be limited, because otherwise an individual could
monopolize public spaces, take over private forums, or harass other
citizens with unwanted and persistent messages. There is often a ten-
sion between the right to express oneself freely to anyone and the
right to decide what one hears and sees. But in a regime of pure con-
sumer choice, the freedom to address others would vanish, since each
person would be completely free to choose what messages to receive
(messages being viewed as consumer products). This is the general
trend on the Internet. In the real world, one can hand out leaflets at a
street corner or picket a company’s headquarters, but individuals

have no means to address people who surf past a given Web site
(unless they happen to own it).
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More generally, consumer choice is not the only way to express
preferences. We select commodities in the market, but we also chgose
occupations, friends, companions, and political leaders. The logic of
these other choices is formally different from that of consumer behav-
ior. For instance, when I support a policy or ideology by casting a
vote, I hope that my decision will bind everyone, whereas when I
choose a product in the supermarket, I can only express a personal
inclination. Similarly, when I select a consumer product, I assume
none of the obligations that come with initiating a personal r.elatlon-
ship. The roles of consumers, voters, workers, and companions are
different, and they require distinct sets of skills and attitudes. In a cul-
ture of rampant consumerism, we could lose our capacity to make
these other choices wisely. :

A final problem is the incompatibility of consumer choice with altelr—
native cultural norms and values. To mention just one example, Islam is
not viewed by its adherents as a choice that may happen to fit some indi-
viduals’ preferences and that comes in various flavors for various tastes.
It means “submission”: obedience to the authority of God. True enough,
people anywhere in the world can now “discover Islam” through
www.islamonline.net and myriad other Moslem Web sites. They can
download translations of the Koran, search databases of fatwas, and
receive instructions from Islamic “cybercounselors.” For people who are
already committed to Islam, computer networks may prove useful. But
inevitably the Internet makes Islam look like a choice, somethmg. that
one can opt to do instead of (or in addition to) reading about environ-
mentalism, following an athletic team, or looking at naked models. The
“islamonline” site is just a few clicks away from any of these alterna-
tives. In a wired world, Islam will have to compete directly for individ-
uals’ attention, and will not be able to count on tradition or authority to
steer believers to the right sites and the right beliefs. '

A survey of Americans who visited selected Christian Web sites
found that for the most part they were seeking thoughts, advicg .and
stories that they could put together to make a congenial religious
package of their own devising. “Organizational loyalty anq connec-
tions are not the driving force behind people’s interest in getting
information about religion from the Internet. Rather [users] want
information that will assist them in determining not only how they
will respond to institutions but how they will take individugl
actions.” In other words, Americans are using the Internet to treat reli-
gions as they would treat consumer goods.
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The conflict between private consumer choice and deep cultural
or spiritual commitments is not easy to resolve. If pressed, I would
favor consumer choice, but I would also regret the inevitable losses.
Apart from anything else, the Internet may decrease the pluralism of
civil society, even though it is often touted as a source of diversity.

After all, some cultures are incompatible with free individual con-
sumption.

Privacy

Civil society requires a particular degree and type of privacy. In pub-
lic institutions such as courts and legislatures, all business is normal-
ly supposed to be public and transparent. In intimate matters such as
health, sexuality, and parenthood, privacy is the norm. But in civil
society, citizens make selective disclosures of personal information
within groups. For instance, members of civic associations exchange
opinions about social issues without necessarily disclosing these
views to outsiders. Neighbors observe one another shopping and gar-
dening, but do not know how the people next door behave in their
bedrooms or in the voting booth.

The Internet changes the nature and limits of privacy. On one
hand, it allows us to conceal facts about our appearance, gender, age,
and race from other individuals with whom we communicate. This
potential increase in privacy has its advantages, but it may weaken
intimate horizontal bonds: that is, relationships among citizens as
equals. On the other hand, the owners of computer networks can
acquire and sell information about all the individuals who use their
services. Computers can monitor what people say and to whom, what
sites they visit online, and what they buy and sell. What's more, com-
puters can aggregate this information, turning a mere list of purchases
into a consumer profile and then adding information from public
records. For instance, a company called Aristotle International has

built a database of 150 million Americans. According to the New York
Times,

Drawing on state motor vehicle registrations, the Postal Service and
Census Bureau, among other sources, the Aristotle databank
includes a person’s age, sex, telephone number, party affiliation and
estimated income, whether he or she rents or owns a home, has chil-
dren, and has an ethnic surname. It also provides the make and
model of voters’ cars, whether they are campaign donors, their
employer and occupation, and how often they vote.
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Individuals can be defamed when the information in such data-
bases is false or is portrayed in a misleading light. Even accurate data
can be used to discriminate against employees in morally objection-
able ways. Databases may also violate property rights, since a person’s
“profile” arguably belongs to her. An erosion of privacy may prevent
people from developing complex personalities, because maturity
requires trying out ideas and personas in private. And citizens may
simply be made less happy as a result of losing their privacy.

Such databases may not only damage personal happiness and
freedom, but also undermine the importance of voluntary association
by forcing us to make public what we would prefer to disclose only to
fellow members of a group. And since information about people is a
source of power, citizens who lose the effective right to withhold
information will become weaker compared to governments and large
organizations.

Conclusion

The purpose of this article has not been to issue dire predictions about
the probable effects of the Internet on civil society. The Internet may
prove beneficial to civil life. Rather, this article identified some poten-
tial problems that we can still solve. The Internet need not be left
alone to develop haphazardly. Law can protect such values as per-
sonal privacy. The contexts in which the Internet is used (especially
schools and public libraries) can be managed to assure that comput-
ers serve public purposes. Children can be taught to use networks
critically and for civic purposes. One especially promising suggestion
for reform is the idea of new online public spaces that would be
reserved for civic uses and subsidized by the state. In short, the
Internet cannot be faulted if civil society is irreparably weakened—uwe
will deserve the blame for our failure to act.

This chapter was based on an earlier work in The Report from the
[nstitute for Philosophy and Public Policy, volume 20, fall 2000.
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